Abstract-After having carried out radiation experiments on memories, the detected bitflips must be classified into single bit upsets and multiple events to calculate the cross sections of different phenomena. There are some accepted procedures to determine if two bitflips are related. However, if there are enough bitflips, it is possible that unrelated pairs of errors appear in nearby cells and they are erroneously taken as a multiple event. In this paper, radiation experiments are studied as a special case of the urn-and-balls problem in probability theory to estimate how the measured multiple-event cross sections must be corrected to remove the overestimation due to the false events.
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I. INTRODUCTION
W HEN a semiconductor memory is hit by energetic heavy ions, bitflips lead to the corruption of the stored information due to the switching of the cell content. This phenomenon was discovered in 1975 [1] but it was not considered of special interest at that time. However, it has become evident that bitflips can compromise the success of space missions. For example, it was recently discovered that even electrons can produce bitflips in SRAMs [2] , [3] .
Initially, such errors were detected in isolated cells and this was called "Single Bit Upset" (SBU). However, during the following years it was observed that, in some cases, several bitflips appeared in adjacent cells. This was immediately interpreted as particles with enough energy to flip more than one cell. This phenomenon was called "Multiple Event", and classified into two subtypes: "Multiple Bit Upset" (MBU), if flipped cells belong to the same word, or "Multiple Cell Upset" (MCU) if otherwise. A common term encompassing these three concepts is "Single Event Upset" (SEU).
Radiation ground tests are usually carried out to determine the cross sections of those phenomena. However, results are just a list of logic SRAM addresses where the content differs from a written pattern and it is difficult to determine if a bitflip is isolated or if it belongs to a complex multiple event. Several strategies have been developed to address this problem. For example, anomalously repeated distances between addresses have been used to distinguish MCUs from the bulk of SBUs [4] - [6] . In some other cases, the internal structure of the SRAMs is known so it is possible to establish a function relating the physical address with the logical one [5] - [8] . Thus, flipped cells are attributed to the same event if the distance between them is below a threshold value.
The problem is that two cells flipped in different events can be misled with a 2-bit multiple event if they are close enough. A careful experimental setup helps to avoid this problem. For example, using a very low radiation flux and reading many times the memory [9] . However, this can be sometimes unfeasible due to the requirement of long and expensive radiation experiments. In other cases [4] , [10] , results from experiments were treated using statistical approaches [11] - [13] to determine the probability of false multiple events depending on the memory size and number of bitflips. Among these methods, the most accepted one is that called "the birthday statistics" [12] .
In this paper, we propose to identify the irradiation experiments with the classical urn-and-balls problem ruled by the combinatory distribution. Thus, we will provide simple equations that allow calculating: a) the number of observed vs. actual bitflips; b) the expected number of false MBUs; c) the expected number of false MCUs. Also, the compatibility of this method with the widely-used birthday statistics is demonstrated.
II. MATHEMATICAL PREDICTIONS
In the present work, we will suppose that only SBUs occur excluding other phenomena such as multiple events, microlatchups, etc.
A. About the Number of Observed Bitflips vs. Actual Bitflips
First of all, let us postulate that an experiment is performed on a SRAM with the following characteristics:
1530-4388 c 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.
• N A : Address bus width.
• L A : Total number of addresses, with L A = 2 N A .
• W: Data word width. Typically, 8 or 16.
•
The memory is exposed to radiation in such a way that m SBUs occur. One can model the generation of the m bitflips as if every time a successful particle hits the memory, a cell is randomly chosen from a pool of L elements and flipped. It is important to highlight that nothing excludes the same cell to be hit several times so it must return to the pool of candidates for the subsequent hits. Indeed, this is just a version of the classic urn-and-balls problem in the probability theory [14] . Assuming that all the cells have identical probability to be chosen, the probability of a specific cell to be hit is just the total probability, 1 by definition, divided by the number of elements, L:
Following the urn-and-balls problem, the probability of a specific cell to be selected k times after m trials is ruled by the binomial distribution is:
The number of trials, m, corresponds to the total number of bitflips and the size of the pool, L, the SRAM size. The total number of balls extracted k times, which corresponds to that of cells being hit k times, is:
However, only those cells hit an odd number of times will be detected once the experiment has ended. If a cell is hit an even number of times, it will return to the initial state and will be indistinguishable from unaffected cells. In conclusion, the number of observed bitflips, n, will be the sum of cells affected an odd number of times:
In practice, it is very unlikely that the same cell is hit three times or more. Therefore, keeping only the first element of the series in Eq. (4), for which k = 0, the previous expression can be approximated as: Rearranging this expression, the following equation appears:
This identity can be easily solved following quite simple procedures. Rejecting one of the solutions due to being nonsense and using Eq. (33), shown in the Appendix, for x = −4n/L, we finally get:
Thus, one can estimate the number of cells that were actually flipped from the observed value issued from a radiation experiment. In general, the correction to be done to the number of observed bitflips (n) to get the actual number of events (m) is not significant, as shown in Fig. 1 , calculated from Eq. (6). For example, in an 8-Mbit memory where 2000 bitflips were observed, the difference between the actual number of bitflips and the average number of observed events would be only m − n = 0.48. Therefore, we can assume that m ≡ n in actual experiments.
B. About the Number of False MBUs
This problem occurs when several bits in the same word are flipped due to independent events. This phenomenon can be mistaken with multiple bit upsets in such a way that the researcher may conclude that the MBU cross section is higher than what it actually is. The relevant question that should be answered is: after observing m bitflips in a L-size memory with W-width words, which is the expected number of false MBUs?
Two independent bitflips can be misled with an MBU if the involved cells belong to a single word, defined by a specific address. A simple way to calculate the number of false MBUs is to keep on using the urn-and-balls simile but selecting word addresses instead of single cells. Thus, a 2-bit MBU corresponds to word addresses chosen twice, 3-bit ones chosen three times, etc. This problem is exactly the same as the one depicted in the previous section but choosing addresses from 
with 2 ≤ k ≤ m. However, there are two important points to bear in mind. First of all, let us suppose that two independent particles not only hit the same word address, but also the same bit in it. After a double hit, the cell returns to its initial state and nothing will be detected. Therefore, it is necessary to introduce a new condition to Eq. (7): only counting those cases where cells are not hit several times. Fig. 2 illustrates the following statement. Let us suppose that an address pointing to an 8-bit word has been hit twice. This picture lists all of the possible combinations in which the false 2-bit MBU could take place according to the order of occurrence of both events. For example, if the first affected cell is #4 and the second one is #2, a false 2-bit MBU with bitflips in positions #2 & #4 is observed. The same will be observed if the positions swap. These cases are painted in grey to indicate that a 2-bit MBU is observed. However, if the same cell is hit twice, the original content is restored and the bitflips will never be detected. Theses cases are shown in white in Fig. 2 . Regarding the picture, one can see that there are 8 2 = 64 possible combinations of which 8 pairs are not detectable. In short, only 64 − 8 = 8 · (8 − 1) = 56 cases out of 64 yield false 2-bit MBUs.
In general, if an address has been hit k times, the number of possible combinations is the volume of a hypercube with W units per dimension in the cartesian k-dimension hyperspace, W k . Also, this is the number of possible permutations with allowed repetitions of k elements out of W. However, only the cases in which no elements are repeated will be observed as a k-bit MBU. According to the theory of combinatorics, only
Including this correction, Eq. (7) eventually becomes:
The second point is that, actually, Eq. (8) (8) fails if an address is hit more than W times. However, this is a situation extremely unlikely that will only occur if the number of bitflips is on the order of the memory size, so it will not be discussed.
Let us particularize Eq. (8) for 2-and 3-bit MBUs. As 
C. About the Number of False MCUs
Now, let us suppose that the researchers have information about the SRAM layout so they can relate the logical address of a bitflip with the XY-coordinates of the cell within the die. This information could have been obtained in several ways: perhaps the SRAM was designed by the researchers, the manufacturer provided propietary information concerning the internal XY cell placement, or reverse-engineering was performed with a pulsed laser. This is extremely useful to determine how bitflips originated and if they are isolated or they constitute a multiple event. Thus, it is usually accepted that, if two flipped cells are closer than a reference distance, D, they belong to a multiple event.
However, in an only-SBU scenario, how many pairs of flipped cells can be erroneously classified as a multiple event?
In general, cells are physically distributed within a rectangular array with the following characteristics:
• L X is the horizontal size of the array.
• L Y is the vertical one. Obviously, L X · L Y = L. In this rectangular array, it is frequently used the Manhattan distance instead of the Euclidean distance, more apropriate for the continuous real XY-plane. The Manhattan or Taxicab distance between two points, P 1 = (x 1 , y 1 ) and P 2 = (x 2 , y 2 ), is defined as: Now, let us suppose that the cells in P 1 and P 2 were hit by independent particles. Their X-coordinates will be randomly chosen from the set
X . The first step will be to study the probability distribution of X = x 2 − x 1 , P P (X). It is clear that X takes values from the set between 0−(L X −1) = −L X +1 and (L X − 1) − 0 = L X − 1. However, the shape of the probability distribution of this new variable has changed. It is possible to deduce that in the set of L 2 X possible combinations of (x 1 , x 2 ), there are L X pairs with x 1 = x 2 yielding X = 0 but only one pair, (0, L X − 1), yielding X = L X − 1. In conclusion,
Indeed, it is possible to demonstrate that P P (X) ∝ L X − |X| and, as
The second step is to determine the probability distribution of the absolute value of X, d X = |X| = |x 2 − x 1 |, which be called hereafter P X . The first fact is that the range of possible values is reduced to [0, 1, . . . ,
. Therefore, the probability distribution of d X is:
A similar conclusion can be applied to the vertical distance along the Y-axis to obtain 
Using Eq. (13), L = L X · L Y , and well-known mathematical identities shown in the Appendix at the end of the manuscript, this expression turns out to be:
Two bitflips are supposed to be related if the distance between them is less or equal than a reference value, D, selected by the researcher so:
After some operations, it becomes:
In the experiment, m bitflips were observed so the total number of possible pairs of addresses is:
Therefore, the total number of pairs of independent bitflips erroneously identified as related will be:
In a 1M × 8-bit memory with 2000 bitflips and postulating that D = 5, Eq. (19) establishes that, on average, 14.3 pairs will be erroneously attributed to MCU on average. It is also possible to use other distances instead of Manhattan. Another choice is the infinity-norm distance, defined as d ∞ (P 1 , P 2 ) = max{|x 1 −x 2 |, |y 1 −y 2 |}, which allows obtaining:
from Eq. (13). In both cases, it is easy to make a physical interpretation of the results. 
III. COMPARISON WITH THE BIRTHDAY STATISTICS
The birthday statistics method was initially proposed by Tausch in 2009 [12] based on a work by Abramson and Moser [15] . The latter demonstrated how likely was that, after picking p elements out of a set of n consecutive natural numbers, all of them were separated a distance higher than k ∈ N. Initially proposed to investigate the distribution of birthday dates throughout a random set of people, Tausch extended its application to single-event experiments. Thus, n would be the size of the memory in bits, p the number of bitflips and k a threshold distance. He obtained a quite simple expression to determine the probability of collision of single bit upsets. As in the present manuscript, n ≡ L, p ≡ m, Tausch's expression becomes:
This expression was experimentally demonstrated by Tausch himself and is nowadays widely accepted by researchers.
Similar expressions can be deduced for false MBUs & MCUs. Despite the fact of having determined the number of false multiple events from the binomial distribution, once the theoretical mean value of occurences of a specific phenomenon, μ, is known, the probability of observing q events, with q ∈ N, is determined by the Poisson distribution:
Thus, the probability of observing at least one event is:
First of all, let us investigate the prediction concerning false MBUs. For the sake of simplicity, only false 2-bit MBUs will be considered. Thus, μ ≡ N FMBU (2) so Eq. (23) becomes:
In order to simplify this expression, only the main element in Eq. (9) A more serious problem arises when dealing with false MCUs. The reason is that, in the birthday statistics, the memory is supposed to be a unidimensional set where every single cell is associated with its address, a natural number. On the contrary, in Section II-C the memory is modeled as a bidimensional grid. However, a link between the urn-and-balls model and the birthday statistics comes up regarding expressions equivalent to Eq. (19) but in the one-dimension case. This is achieved by directly using Eq. (13), apropriate for unidimensional sets, to calculate the probability of two bitflips occurring with a distance lower than k. This is: 
This expression, multiplied by the total number of possible pairs (Eq. (18)) and assuming k L, yields:
Finally, the identification of N FMCU,1D with μ in Eq. (23) allows rededucing Eq. (21), the most important result of the birthday statistics, from a different path than that followed by Tausch in his original paper. 
IV. VERIFICATION WITH MONTE CARLO TESTS
Results issued from the previous section require to be verified in experiments. However, it is difficult to perform such experimental validations in actual SRAMs since not only do SBUs occur, but also multiple events. The results issued from Section II-B, concerning false MBUs, may be tested with an SRAM with a large interleaving distance and built in old technologies and/or exposed to low energy particles. Thus, it can be guaranteed that the proportion of multiple events is low related to that of SBUs and that, at any rate, no genuine MBU can occur. Therefore, any detected candidate for MBU would be false. On the contrary, it is much more difficult to investigate false MCUs since, unlike the previous case, no multipe event is allowed. This implies using hardened memories under high radiation fluxes for a long time. Both tests however would require significant time and financial effort.
An alternative option consists in making Monte Carlo simulations. A 1M×8-bit SRAM, with a realistic size and configuration, was emulated as a 2048×4096 matrix with boolean elements initally set to "0" (FALSE). As every address has 20 bits, the 12 most significant bits were used to calculate the position along the Y-axis. In actual SRAMs, these bits would be used to feed the quad selector and the row decoder. The other 8 bits were used to select the X-position of the word and, finally, other 3 bits (N W ) were used to select the exact X-position of the cells.
Bitflips were emulated by just choosing two random x, y values with x ∈ [1, 2, . . . , 2048], y ∈ [1, 2, . . . , 4096] and then flipping the (x, y)-cell, whichever its value was. In every emulated irradiation, N FLIPS matrix elements, or cells, were flipped and the same experiment was repeated N TRIAL times. Thus, a set of N TRIAL elements, A, was obtained for every interesting parameter (for example, the observed number of bitflips, false MBUs, etc.). The average value of the A set is the expected value and t 95 · σ/ √ N TRIAL the uncertainty, σ being the standard deviation of A, and t 95 the Student's t with a 95% confidence. In practice, this is 1.98 given the very high number of trials. All the calculations were done using the 0.6.1 release of the Julia programming language [16] . Table I shows the observed number of bitflips vs. the predictions of Eq. (6) . In this table, N FLIPS is the total number of bitflips induced in the simulation, "Observed Bitflips" is the average number of bitflips observed after N TRIAL experiments and "Expected Bitflips" is the prediction issued from Eq. (5) with m = N FLIPS . Next, Table II compares the number of false MBUs with predictions (Eqs. (9)- (10)). The probability of collision of two SBUs according to the birthday statitics model (Eq. (21) with k = W/2) is also included for comparison. In both cases, the predictions from the SBU model are extremely accurate. Only in Table II there is a small understimation of the number of 2-bit MBUs. It is possible that this phenomenon is related to border effects since, in the theoretical model, it was not taken into account the XY distribution of cells.
Figs. 5a-b compare the apparent number of related pairs of cells depending on the number of bitflips and the chosen threshold distance. In both cases, results accurately fit the theoretical predictions.
V. DISCUSSION
Even though the model developed in Section II and verified in Section IV is quite restrictive since it only considers SBUs and discards other phenomena, its predictions can be useful because, in many situations, experiments end without microlatchups or Single Event Functional Interruptions (SEFI), so the detected bitflips are SBUs or multiple events. Even more, SBUs typically constitute the bulk of bitflips so the predictions of the model can be extrapolated without making a significant mistake. This approach is also taken in other accepted strategies such as the birthday statistics [12] .
These predictions are useful to correctly interpret experimental data issued from radiation tests. First of all, Table I demonstrates that, in practice, it is not necessary to make a distinction between the actual and the observed number of bitflips (m vs. n in Eqs. (5)- (6)). By using the properties of Poisson distribution [17] , even in the cases with the highest amount of bitflips (10000 in Table I ), the intrinsic statistical deviation is 1.96% with 95%-confidence whereas the correction introduced by Eq. (6) is on the order of 0.1%, twenty times smaller.
On the contrary, false MBUs are more likely to induce a misinterpretation of the experimental results. First of all, unlike Eq. (3), Eqs. (8)- (10) contain L A , which is from 8 to 16 times smaller than L. Therefore, the likelihood of occurrence is higher. Second, candidates for MBUs are quite easy to detect during the experiments and draw the researchers' attention. In fact, if the internal structure of the SRAM is unknown, this is the only kind of multiple events that could be observed without carrying out a more complex analysis.
False MBUs have been detected by the authors in previous experiments. For example, in the data published in [18] , 1925 bitflips were observed after irradiating a 2M×8-bit SRAM. According to Eq. (9), in that situation, the expected number of MBUs is not negligible (0.772) and, in fact, one apparent 2-bit MBU was observed in that experiment. It was eventually discarded since confidential unscrambling information from the manufacturers was available.
Strictly, the correct manner of using the information provided in previous sections is to calculate the mean value and the uncertainty of the experimental number of MBUs by using the χ 2 function as proposed in [17] . Later, the theoretical number of false MBUs must be subtracted and only accept the Finally, the most important fact is that false MCUs are not uncommon in radiation experiments. Firstly, it is important to remark that Eq. (19) does not strictly predict the number of 2-bit MCUs, but the number of unrelated neighbor pairs of bitflips. For example, two unrelated cells could be misled with a 3-bit MCU if one of them belongs to a 2-bit MCU. However, this equation can be used either to determine how trustworthy the results from a irradiaton tests are; or to make a coarse correction of the number of 2-bit MCUs. Thus, if Eq. (19) casts a value comparable to the number of detected 2-bit MCUs, one can determine how correctly the experimental data have been analyzed. In the experiment depicted in [18] , where 1925 bitflips were observed in a 16-Mbit SRAM, the use of propietary information allowed classifying the events in 1645 SBUs, 96 2-bit MCUs, and other events of higher multiplicity. The criterium to relate two cells to the same event was that the Manhattan distance between them being lower than 5 (D = 4). According to Eq. (19) and using m = 1925 and L = 2 24 , the expected number of apparent pairs is 4.41. Therefore, about 5% of the observed 2-bit MCUs were potentially false.
It is also interesting to investigate what happens when the internal structure of the SRAM is unknown, so the number of multiple events has to be estimated by using statistical deviations [3] - [6] . The MBU number can be corrected with Eqs. (9)-(10) since they do not require the knowledge of the internal memory structure. More difficult is to estimate the number of MCUs since Eqs. (17)-(20) require a threshold distance, which is a parameter that does not appear in the statistical approach. Nevertheless, it is possible to perform similar studies to the one depicted in Section II if these procedures are applied. However, the results strongly depend on how the statistical anomalies are detected and no general relations can be provided.
VI. CONCLUSION
In this paper, the statistical properties of an SBU-only scenario have been investigated to determine the way that results issued from actual experiments on SRAMs can be erroneously interpreted. The model predicts that the number of observed events is close enough to the number of bitflips that actually occurred and both concepts are almost equivalent. Besides, it was determined that false 2-bit MBUs can be observed in realistic experiments and, finally, if the internal structure of the SRAM is known and bitflips in adjacent cells are supposed to belong to a unique multiple event, a non-negligible fraction of the postulated pairs of bitflips detected this way are, in fact, independent. In any case, some simple mathematical expressions have been proposed to estimate the correction that can be applied to provide more accurate values of soft-error cross-sections.
APPENDIX USEFUL MATHEMATICAL IDENTITIES
Mathematical expressions used throughout the manuscript: 
